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O NPOAYKTE «®OPCAUT. MOBU/IbHASA
NNTATGOPMAN»

«®opcait. MobuabHaa nnatdopma» — CoOBpeMeHHbIM NPoAyKT Ha pbiHKe Mobile Application Development
Platform (MADP). Mnatdopma obnagaeT KOMMNIEKCHbIM pelleHnem no MHPopmauMoHHOW H6e30MacHOCTU U
YHUBEPCA/IbHBIM MHCTPYMeHTapuem gas 6bicTpolt n 3dPeKTUBHOM pa3paboTKM 3alMLLEHHBIX MOBUIbHbIX
NPUNOXKEHNIN HA OCHOBE NOMNYASPHbIX MOBUABHbIX onepaunoHHbIX cuctem —i0S, Android, Windows, Sailfish.

MpoAyKT No3BOMIAET CO34aBaTb HaAeXHble CcepBUCbl AnA OobMeHa AaHHbIMM MexKAYy WCTOYHUKAMWU U
NPUIOXKEHUAMM, KaK HATUBHbIMM, TaK U KpoccnaaTGopMEHHbIMM BED-NPUNOIKEHUAMM.

Kntouesblie BO3MOMXKHOCTU:

> Noppepka MOBUABbHBIX ONepaLMOoHHbIX cnctem — i0S, Android, Windows, Sailfish.

> MNopxntoueHne pasanyHbIX UCTOYHUKOB AaHHbIxX: SAP, 1C (SOAP/XML), PostgreSQL (skntouas
Bepcwuio Pro), Oracle Database, Microsoft SQL Server, JSON 1 SOAP/XML Be6-cepsucsl, Microsoft
Exchange, npoektnposaHune HTTP-3anpocos, npoayKT «PopcaiT. AHanuTuyeckan naatpopman,
¢dalinosble pecypcsbl.

> MMepepaya cnpaBOYHbIX U ONEepPaTMBHbIX AaHHbIX. CHUMKEHME Harpy3Kku Ha BU3Hec-CUCTeMbl 3a cyeT
K3LWMPOBaHMA AaHHbIX B NaaTdopme.

? 3HauuTesNbHOEe YCKOPEeHMEe nepeaymn AaHHbIX 3a CHET OnpeaeNieHns TONbKO U3MEHEHHOMA
MHpopMaLmn (pacyeT AenbTbl), GUALTPALMM U Pa3aeneHnsa 6IOKOB AaHHbIX MO NapameTpam.

¥ BcTpoeHHble UCTOYHMKK «JloKanbHas B» n «/lokanbHoe $painnoBoe XpaHUAULLEY.
? [ocTyn K AaHHbIM B OHNaMH 1 odialiH-pexmme.
? O6ecneyeHne MHGOPMaLIMOHHOI Be3onacHoOCTy:

" eAMHanA TOYKa ayTeHTUOMKALMM 414 NOb30oBaTeNEN MOBUIbHBIX YCTPOWCTB,

" ayTeHTUPMKaAUMA 1 aBTOPMU3ALMA B KOPNOPATUBHbIX CUCTEMAX,

" KMCcnosib3oBaHue WKdpPoBaHUS,

"  wndpoBaHMe ceTeBOro TpaduKa mexKay cepBepomM U MOBUNbHBIM YCTPONCTBOM,

" pasageneHune NONHOMOYMUMN AAMUHUCTPATOPOB N KOMaH4 NPOEKTOB B KOHCOIN
AOMUHUCTPATOPA,

" )XXypHa/npoBaHMe noBeaeHnA CUCTEMbI M ,CI,EVICTBMI‘/‘I nosib3oBaTenem.

? PaspaboTka MOBUNLHOTO NPUNOXKEHMA C UCNOb30BaHMEM GpeliMBOpPKa.

?  Wuterpauma c MDM (Citrix XenMobile).



Knaccbl cucTeM — UCTOYHUKOB AaHHbIX
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CEPBEPHbIE KOMMOHEHTHI
«®OPCAUT. MOBUNBbHOW NNATOOPMbI»

AyTeHTndUuKauma Kerberos ana nctouHmnKos AaHHbIX JSON,
SOAP, 1C n web-pecypcos

Onsa cepsepa «®opcaiit. MobunbHo nnaTPopmbl» TEMEepb MOMKHO HACTPOUTb LEHTPANN30BaHHOE
NnoAKAloYeHMe K cepBepy ayTeHTUPUKauum Kerberos. Kerberos-ayteHTduKauma octynHa aa UCTOYHUKOB
AaHHbIX JSON, SOAP, 1C 1 web-pecypcos 1 no3sosaeT nonyuntb TGT, TGS-TUKeT Ana ganbHenwen asTopmsaumm.

NoanepxKa anHamuyeckmx URL ana web-pecypcos

Ona web-pecypcoB BO3MOMKHO MCMNOAb30BaTb AuMHamuyeckme URL npu oTnpaske APl-3anpoca Ha cepsep
«®opcaiiT. MobunbHoM NnaTpopmbl».

B HacTpoiKax web-pecypca BO3MOXKHO 3a4aTb napameTtp «[lyTb no ymosyaHuto». Ecam npu obpalleHum K
pecypcy B API-3anpoce He yKasaH NyTb B UCTOYHMKE AaHHbIX, 3anpoc byaeT oTnpaBaeH Nno nyTu, ykasaHHOMY Mo
ymon4yanuto. Ecam B API-3anpoce yKasaH NyTb K pecypcy B UCTOYHMKE AaHHbIX, 3anpoc byaeT oTnpaBaeH no
OaHHOMY NyTW.

[MpoBepKa LENOCTHOCTU AAHHbIX NPW OTMNPABKE Ha
MOOUNIbHOE YCTPOUCTBO

Ons Bcex MCTOYHWMKOB AaHHbIX, 3anpalmBaembix yepes APl-metoapl RPC-pecypcoB, aobaeneHa npoBepka
LEeNoCTHOCTM AaHHbiX. [pu nonydeHun cepsepom «®dopcat. MobunbHoit nnathopmbl» APIl-3anpoca
NPOM3BOAMTCA pPacyeT X3W-CymMmMbl Mo id Kaxgon 3anucu, Xaw-cymma OTNpaBAAeTCcA B OTBETE HA 3anpoc Ha
MobUAbHOE yCTPOolicTBO. MObHUIbHOE YCTPOMCTBO PacCUMTLIBAET XeL MO AaHHbIM, U €CIM OHW He COBMAAALOT C
X3LWeM C cepBepa, TO AaHHble 411 3TOro pecypca aBTOMaTUYeCKM 0OHOBAAIOTCS.

CmeHa M cbpoc napona AnA  Y4YeTHbIX  3anucem
aAMUHUCTPATOPOB

AAMMWHUCTPATOPbI cepBepa MOryT cbpocuTb Napoab ANA YHETHON 3anuUCK CBOUX KOAer UM NMOMEHATb CBOW
naposb B KOHCOMM agMWUHWUCTpaTopa. ANA KakAoro AeiCTBMA BbINOJIHAETCA OTAEeNbHasA 3anucCb B KypHane
cobbITUN.



APl-meToabl ana o6HOBNEHUA Kella

Tenepb ntob6oit Kew B mMobUAbHON NaaTPopme MOKHO OBHOBUTbL HE TONBKO MO PACAMCAHUIO M 3anpocy
Nnonb30BaTeNsA, HO M C MOMOLbIO oTAenbHOro APl-uHTepdeica. NCTOUHMKM AaHHbIX OnepaTMBHO coobuwat
cepBepy «PopcanT. MobunbHoi nnathopmbi», KOrga emy Hy*KHO OOHOBUTL 3aKelIMPOBaHHbIE AaHHbIE.

[JonoNHUTENIbHbIE U3MEHEHUA B N1aTPopme

¥ TMapameTpbl «Bpems »M13HM CECCUM NPU HEAKTUBHOCTU aJMUHUCTPaTOPay.
> API-meToAbl 418 06HOBEHUA KOHKPETHOIO Kella M NOJlyYeHns cTaTyca ero 06HOBNEHUS.

> Jlo6asneHa BO3MOXHOCTb OTNPaBkM push-ysegomneHuii Ha iOS-ycTpolictsa yepes Firebase Cloud
Messaging.

> [na push-yBegomneHnuii gobasneH napameTp «Bpemsa xpaHeHua push-ysegomneHnii».

> [lna pecypca UCTOYHMKA AaHHbIX JSON go6aBieHa BO3MOXHOCTb YKa3aHWUA HECKO/IbKMX NapaMeTpoB.
? B cucTeMHbIe 10rM A06aBNEHO cobbITUe «BbIXoa U3 CUCTEMBI».

> 3ameHeH wsgi-cepsep.

> KoHTeliHep celery pasgeneH Ha KoHTeliHepbl beat u worker.

¥ B KnacTepHol KOHdUrypaLumm Bo3MOXHO Maclutabuposath nod’bl cache_standby 3a cuet
pasgenenna READ n WRITE onepaymi.

¥ HacTpoiiku SSH-K/toua BbIHECeHbI B .env daiin. cknoueHa HeobxoammocTtb ob6HosneHus Relay-
cepsepa npu obHoBAeHUM cepBepa «PopcanT. MobuabHoM nnaTthopmbl».

> B KoHdurypaumm Standalone no6asneH napameTp aBTOMaTUYECKOro nepesanycka KOHTeMHepoB npu
nepesarpyske $pu3MUeCKoro cepeepa.

» CokpalueH obuimit pasmep apxusa c Docker o6pasamu 3a cyeT yaaneHna HeakTyabHOM
nHpopmaymu.



MOBW/IbHBbIE KOMMOHEHTHI
«®OPCAUT. MOBUNBbHOW NNATOOPMbI»

1. MNpoBepKa LEeNOCTHOCTM AAHHbIX HA MOBUNBHOM
YCTPOUCTBE

Ha mobunbHOM ycTpolicTBe NPOU3BOAUTCS PacyeT XaWw-cymMmMmbl no id 3anuceit pecypca. MposoanTca
CpaBHEHME X3L-CYMMbI, PaCCYMTaHHON HA MOBUIBHOM YCTPOMCTBE, U X3LWL-CYMMbI, NOJIy4EHHOM OT cepBepa
«®opcaitt. MobunbHol nnatdopmbl». ECan xall-cymmbl COBNAAAIOT, LENOCTHOCTb AAHHbIX CYUTAETCA
HeHapyLleHHol. Ecnn oHM He coBnagatoT, TO AaHHble NOBTOPHO 3anpallmBatoTcs ¢ cepsepa «Popcanr.
MobunbHol nnatdopmbl». ECAM Npu NOBTOPHOM CPABHEHWUM X3LI-CYMMbl HE COBMAZAOT, AaHHble Ha
MOBMIbHOM YCTPOMCTBE HEe Nepe3anmcbiBaloTCA M BO3BpaLLaeTca oLWmnbKa.

2. PacwupeHo nornposaHme ana ¢periMmBopKoOB

BolgeneHo 4 Tuna noros:

1.Verbose — camasn geTtanbHaa nHbopmauma.
2.Debug — otnagoyHasa nuHdopmauuma.
3.Warning — npeaynpexaeHua.

PacwmpeHa GpyHKLMOHANBHOCTb paboTbl C I0ramm.



AHanNn3 Ha n3BecTHble owmnbKku besonacHocTtn MO,
BXoAAulero B noctaBky «Popcant. MobmunbHomM naathopmbi»
(CVE)

[Ons noctaBku cepsepa «Popcaiit. MobuabHoi nnatdopmbl» Bepcmm 20.10.01 npousseneH aHanns obpasos
KOHTEMHEPOB Ha HaauuvMe yassumocTelh B cooTBetrctBum ¢ CVE. AHanm3 nposogutca MO  Clair:
https://github.com/quay/clair

B oaHHOM Bepcun HeT 3amevaHmii ypoBHs Critical.

B naHHOM Bepcum cogeprkatca obpasbl KOHTENHEPOB BHELLHMX KoMNoHeHToB Filebeat, Elastic u Kibana, koTopble
coZieprKaT ysa3BMMocCTU ypoBHA High.

B pesynbTaTe NpPOBEpPKM ONPedenniv, YTO B TEKYLLEN apXUTEKTYPe KOMMOHEHTbl HaXxoAATCA B BUPTyasibHOM
N30/1MpoBaHHoOM ceTn docker u HegOCTYNHbI ANA NOAKAOYEHMA U3 Nt06oN apyroli ceTh. [laHHble YyA3BUMOCTU He
NPUMEHUMBI.

MN3BecTHble ownbKm 6esonacHocTm MO, BxoaAwLero B noctasky «Popcant. MobunbHoM nnatdpopmbi»

Elastic

RHSA-2020:0227: [High]
Found in: sqlite [3.7.17-8.el7]
Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

Kibana

RHSA-2020:0227: [High]


https://github.com/quay/clair

Found in: sqlite [3.7.17-8.el7]
Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

Filebeat

RHSA-2019:4190: [High]
Found in: nss-util [3.44.0-3.el7]
Fixed By: 0:3.44.0-4.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss-tools [3.44.0-4.el7]
Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190




RHSA-2019:4190: [High]
Found in: nss-sysinit [3.44.0-4.el7]
Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss [3.44.0-4.el7]
Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2020:0227: [High]
Found in: sqlite [3.7.17-8.el7]
Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227




RHSA-2019:4190: [High]
Found in: nss-softokn-freebl [3.44.0-5.el7]
Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss-softokn [3.44.0-5.el7]
Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190




