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O npoaykte «dopcant. MobunbHasa nnatdopma»

«®dopcant. MobunbHasa nnatpopma» (ganee — PMI) — coBpeMeHHbIN NPoAYyKT Ha pbiHke Mobile Application

Development Platform (MADP). Mnatdopma o6nagaeT KOMMAEKCHbIM peweHnem no MHGOPMaALMOHHOM

6e30nacHOCTN M YHUBEPCANbHBIM MHCTPYMEHTApUEM AA 6bICTPOl N 3PPEKTUBHOM pa3paboTKM 3aLUMLLEHHbIX

MOBUNBbHbBIX MPUNOXKEHWNI HA OCHOBE NOMYASPHbIX MOOU/IbHBIX ONepaLMoHHbIX cuctem - i0S, Android, Windows,

Sailfish.

MpoAyKT No3BOMIAET CO34aBaTb HaAEXHble CepBUCbI AAs OOMEHa AaHHbIMU MeXAy WCTOYHMKaMK W

NPUNOKEHNAMU — KaK HATUBHbIMU, TaK U I-(pOCCFIfIaTd)OpMeHHbIMM 366-ﬂpMﬂO)KeHVIFIMVI.

Bo3amorkHocTK «DopcaiiT. MobunbHOM nnathopmbl»:

>

>

Moaaeprka MobUIbHbIX onepaumoHHbIX cuctem - i0S, Android, Windows, Sailfish.

MoAKNoYeHNEe Pas3AMYHbIX UCTOYHMKOB AaHHbIX: SAP, 1C (SOAP/XML), PostgreSQL (BKatouan
Bepcuio Pro), Oracle Database, Microsoft SQL Server, JSON SOAP/XML Be6-cepsucbl, Microsoft
Exchange, npoektnpoBaHue HTTP-3anpocoB, npoaykt «®dopcaiT. AHanuTudeckana nnatdopmay,
dalinoBble pecypcsbl.

Mepenaya cnpPaBoOYHbIX M ONEPATMBHbIX AAHHbIX. CHUXKEHWE Harpy3Kkn Ha BU3HeCc-CUCTEMbI 3a CYeT
K3LWMPOBaHMA AaHHbIX B NaaTdopme.

3HaunTeNbHOE YCKOPEeHMEe nepedayn AaHHbIX 33 CYeT OonpeaefieHUA TOJbKO W3MEHEHHOM
MHpopmaumn (pacyet AenbTbl), GUAbTPALMM U Pa3aeneHunsa 610KOB AaHHbIX MO NapameTpam.

BcTpoeHHble NCTOYHMKM «JloKanbHaa bA» n «JlokanbHoe ¢pannoBoe XpaHUAULLE Y.

JocTyn K AaHHbIM B OHNAWH U odanH-pexmme.

Ob6ecneyeHne MHPOPMALIMOHHOM 6E30NaCHOCTH:

= eAMHAA TOYKa ayTeHTMdMKaALUKN 15 Nosb3oBaTenie MOBUIbHbLIX YCTPOMCTB;

= ayTeHTUOUMKALMA M aBTOPU3aLMA B KOPNOPATUBHbBIX CUCTEMAX;

" MCnosb3oBaHMe WndpoBaHUs;

"  wKndpoBaHMe ceTEBOro TpaduKa mexay cepBepom U MoOBUIbHbIM YCTPONCTBOM;

= pa3sgesneHue NOJHOMOYMIA AAMUHUCTPATOPOB M KOMaHA, NPOEKTOB B KOHCO/IM aMUHUCTPATOPA;
= KYPHaAMpPOBaHWE NOBEAEHUA CUCTEMbI U AENCTBUIA NONb30BaTENEN.

Pa3paboTka MOBMABHOIO NPUIOMKEHMA C UCNONb30BaHMEM PpPeENMBOPKA.

NuTerpauma ¢ MDM (Citrix XenMobile).



ApXUTEKTypa NPOAYKTa

SAP Push Notification
. 10 <>
I Control panel
= «DopcanT.
& AHanuTu4eckan e B
8 nnatdopma» % (w S W =
=
= Oracle Moaynb CUHXPOHU3ALMM
g ¥ aBTOpPU3aLUM ?
T PostgreSQL - Mo6unbHoe
& — NpUNoXeHue
o MS SQL b
§ Server B/1 PostgreSQL AN @
(&}
3 RESTful API l l Mo6unbHbIi
S dpernmMBopK
o
X dannosble la - =
pECYRCD] KpunTollpo Active =
SS/HSM Directory ;
SAP PI b/ SQLite
KoHHeKTOpbI Cepgep «dopcaitt. MobunbHas nnatdpopmar Mo6unbHble ycTponcTsa

Mbl pa3sBMBaeM M yaydyllaem MHCTPYMEHTapuii npoaykTa «dopcait. MobunbHaa nnatdopma» B COOTBETCTBUM C
TpeboBaHMAMM pPblHKA U HalwmMx NnapTHepoB. Ons sepcum 20.08.11 BbibpaHbl cnepytowmMe HanpaBAeHUA PasBUTUS.

CepBepHble KOMMOHEHTHI

ABTOperucTpauma n cuHxpoHmsauma B Active Directory

HoBasi Bepcusa NO3BOJSISET HACTPOWUTL ABTOPErMCTPALMIO MOJIb30BaTesiell Ha OCHOBaHWWM 3anuceli Active
Directory. Mocne nposepkn B Active Directory, nonb3oBaTenn MOryT MOAb30BaTbCA CepBMCaMM MOBWUIbHOMN
nnatdopmsbl (Y4€THas 3anmncb B MobUIbHOM NaaTpopme co3aaETC aBTOMATUYECKM).

Mb! 006aBUAN BO3MOMKHOCTb OTK/IOUMTb MOJIHYIO CUHXPOHM3ALMIO YNEHCTBA B rpynnax 6esonacHocTn Active
Directory B KOHCONM agMUHMCTPATOPA.

Tenepb MOXHO onepatmMBHo paboTatb c rpynnamu LDAP: COKpaleHO Bpemsa Ha MepBOHaYanbHYIO
CUHXPOHMU3aLUMIO TPy, B KOTOPbIX ThICAYM NONb30BaTENEN.

[epCcoHaNbHbIN KL

[na nonb3osaTtenei Active Directory peannsoBaHa noaaepXKa aBTOMaTUUYECKOrO pasaeeHUsa NepcoHaabHOro
K3la ANA BCeX UCTOYHMKOB. Mpu obpalleHnn nonb3oBaTensa K pecypcam UCTOYHUKA AaHHbIX aBTOMATUYECKU
bopmmpyeTcA NnepcoHaNbHbIN K3LW, AOCTYMHbIA TONIbKO NOb30BaTENIO.

BKAOUYUTD YHKLMIO MOXKHO B KOHCOIM agMUHUCTPATOPa — BbIOPaTb 414 MCTOYHUKA AAHHbIX «MCNO/b30BaHME
y4eTHbIX AaHHbIX LDAP».
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dopmaTt xpaHeHUA AaHHbIX NONb30BaTENSA

dopmaT xpaHeHUA faHHbIX Nosb3oBaTena Active Directory Tenepb 3ameHeH Ha 60see pacnpoCTPaHEHHbIN —
domain\username. B stom popmate nonb3osatenam 6yayT AOCTYNHbI push-yBeaomaeHus.

CepBep «®opcailtT. MobunbHolt nnatpopmar NPOAO/IKUT  MOALEPMKUBATE  NpPEXHUIM  dopmat
username@domain: 6yaeT aBTOMAaTM4YECKM KOHBEPTMPOBATb €ro B aKTyaJlbHbIM M CpPaBHMBATb A4A
naeHtTMduMKaumm.

GET-napameTpbl 414 JSON-KOHHEKTOpa

Mbl peanv3oBanM BO3MOMKHOCTb OTNpPaBkM GET-napameTpoB € MOOUALHOFO YCTPOMCTBA AN MOALEPMKKMU
mexaHu3ma uHterpauum ¢ JSON-UCTOYHUMKAMU U BHEAPUAUM MEXaHU3M BblAeNeHUA KIaWa MO YHWKaNbHOMY
Habopy GET-napameTpos.

Mpw HacTpolike pecypca ana nctoyHmnka JSON Ha KOHCOIM aAMUHUCTPATOPa MOXKHO A06aBUTL GET-napameTpbl,
KoTopble TpebyeTcs yKa3aTb Ha CaMOM CepBepe UaM nepegaTb MOOUIbHOMY npuioskeHuto. MpexkHne GET-
napameTpbl 6yayT aBTOMATUYECKN NepeHeceHbl B HOBbIN MEXaHU3M Npu 06HOBAEHMM cepBepa.

HoBbIi mexaHM3M onpefeneHns YHWKaAbHOCTM U pasfeneHua Kawa He obpabaTbiBaeT nepeuyncieHue
3HaYeHMI C OAMHAKOBbIM Ha3BaHMem napameTpa (npumep: paraml=valuel:paraml=value2), nostomy
pekomeHAyem Ux OTNpaBAATb B OAHOM NapameTpe Yepes 3anaTyto.

[laHHbIe K3Lla Npu 3anNpoce HEeCYLLLEeCTBYIOLLMX BEPCUI

Mbl ONTMMM3NPOBANN ANTOPUTM AR 3aNPOCOB Ha NOJlyYEHME K3LLa C HecyLecTBytowel (ycTapesLueit) Bepcum
Ha cepBepe. Tenepb NpM TAKOM 3anpoce cMcTema yBeLomaaeT 06 owmnbke. DpeliMBOPKM aBTOMATUUYECKUN yaaNaT
HeaKTyasibHy0 MHPOPMaLMIO M 3arpy3AT K3 aKTyaAM3MpPOoBaHHbIMU AAHHbIMM.

CnXCOK MCnpaB/IEHHbIX OLWLNOOK

> Mpwn AO6aB/'IeHVIM UM yaaneHnn npas Ha CUCTEMHbIE ZIOTU U NpPaB AOCTyNna KO BCeM Cpedam
OTCYTCTBYET OnNncaHue.

> Tpu MMNOPTUPOBAHUK TPYNMbl NoNb30BaTenei n3 LDAP B NoMcKe cogepiKaTtca CUCTEMHbIE Fpynnbl.

> Mpu nmnoptuposBaHum 2 rpynn u3 LDAP ¢ 0AMHAKOBbLIM NO/b30BaTENEM B KaX/10M, N0/b30BaTENIO
npuceamBaeTca Tonbko 1 rpynna.

CnMCOK ynyyleHnn pyHKLMOHaNa

> Jlo6asneHa obpaboTka anropuMTma AaA nepesarpyskM Kwa npu HEBO3MOXHOCTM paccymTaTb
AenbTy Ha ceBepe (ycTapeBlas Bepcus Kawa).

> MCI'IpaB}'IEHbI MWUHOPHbIE 3amMeYaHNUA.

> PaclumpeHo nornposaHune ans paboTbl ¢ ceTbio U ¢ 63301 AaHHbIX Ha MOBUNBLHOM YCTPOICTBE.



AHann3 MO B noctaBke «Popcant. MobunbHOM naathopmbi»
(CVE) Ha u3BecTHble owmnbKmn besonacHoCTH

Ons noctaBku cepsepa «Popcaiit. MobunbHol nnatdopmbl» (Bepcus 20.08.01) npousseaeH aHamM3 obpasos
KOHTEMHEPOB Ha Hanuume yassumocTeh B cooTtBerctBuM c CVE. AHanu3 nposoamtca MO Clair:
https://github.com/quay/clair.

B Bepcun 20.08.01 oTcyTcTBYIOT 3ameyaHus ypoBHs Critical.

B Bepcumn 20.08.01 npucyTtcTBytoT 06pasbl KOHTEMHEPOB BHeWHUX KOMNoHeHToB Filebeat, Elastic u Kibana,
KOTOpble cogepKaT yA3BMMOCTM ypoBHA High.

B pesynbTaTe NpoBEpPKM ONpeaennan, YTo B TEKYLLEN apXUTEKType KOMMOHEHTbl HaXxo4ATCA B BMPTyasibHOM
n3onupoBaHHoW cetn docker n HeAOCTYNHbI ANA NOAKAOYEHUA U3 Ntobon Apyron ceTu. JaHHble yA3BUMOCTU He
NPUMEHUMBI.

MN3BecTHble owmnbkn 6esonacHoctu MO B noctaske PMI

Elastic

RHSA-2020:0227: [High]

Found in: sqlite [3.7.17-8.el7]

Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

Kibana

RHSA-2020:0227: [High]

Found in: sqlite [3.7.17-8.el7]

Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.
https://access.redhat.com/errata/RHSA-2020:0227



https://access.redhat.com/errata/RHSA-2020:0227
https://access.redhat.com/errata/RHSA-2020:0227

Filebeat

RHSA-2019:4190: [High]

Found in: nss-util [3.44.0-3.el7]

Fixed By: 0:3.44.0-4.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]

Found in: nss-tools [3.44.0-4.el7]

Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]

Found in: nss-sysinit [3.44.0-4.el7]

Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]

Found in: nss [3.44.0-4.el7]

Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than



the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2020:0227: [High]

Found in: sqlite [3.7.17-8.el7]

Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.
https://access.redhat.com/errata/RHSA-2020:0227

RHSA-2019:4190: [High]

Found in: nss-softokn-freebl [3.44.0-5.el7]

Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]

Found in: nss-softokn [3.44.0-5.el7]

Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190




