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nnaTdopma HoBble BO3MOXHOCTH



O NPOAYKTE «®OPCAUT. MOBU/IbHASA
NNTATGOPMAY»

dopcant. MobunbHas nnatdopma - COBPEMEHHbIM NPOAyKT Ha pblHKe Mobile Application Development
Platform (MADP). Mnatdopma obnagaeT KOMNIAEKCHbIM pelleHuem no MHPopmMaLMOHHON H6e30MacHOCTU U
YHUBEPCANbHbIM WMHCTPYMEHTapuem pgnsa 6bicTpoit U 3pPeKTUBHOM Pa3paboTKM 3alUMLLEHHBIX MOBUABHbLIX
NPUNOXKEHNIN HA OCHOBE NOMNYASAPHbIX MOBUABHbIX OnepaunoHHbIX cucTem - i0S, Android, Windows, Sailfish.

MpoAyKT NO3BONSAET CO343aTb HALEKHble CepBUCbl ANA OOMeHa L[aHHbIMU  MeXAy MWCTOYHUMKaMU W
NPUNOXKEHUAMM, KaK HATUBHBIMM, TaK U KPOCCNNATGOPMEHHbBIMM BEG-NPUNOKEHNAMM.

Kntouesblie BO3MOXKHOCTU:

¥  noppepka MobubHbIX ornepaumoHHbIX cuctem - i0S, Android, Windows, Sailfish.

?  NoAKAOYEHME Pa3IMYHbIX UICTOYHUKOB AaHHbIX: SAP, 1C (SOAP/XML), PostgreSQL (Bkntouan
Bepcuto Pro), Oracle Database, Microsoft SQL Server, JSON SOAP/XML Be6 cepsucbl, Microsoft
Exchange, npoektnposaHue HTTP 3anpocos, npoayKT «dopcaiT. AHanuTuyeckan naatpopmay,
¢dalinosble pecypcsbl.

> lepepnaya cnpaBoOYHbIX U OMNEPaTUBHBIX AaHHbIX. CHUMKEHME Harpy3Kku Ha BM3Hec-cMcTeMbl 3a cyeT
K3LWMPOBaHMA AaHHbIX B NaaTdopme

> 3HauMTeNbHOEe YCKOpeHWe nepeaayn AaHHbIX 33 CYET onpenesieHna TONbKO 3MeMEHHOM
MHpopMaLmn (pacyeT aenbTbl), GUALTPALMMU U Pa3aeneHnsa 610KOB AaHHbIX MO NapameTpam

>  BCTpOEeHHble UCTOYHMKK «JloKanbHaa B» un «JlokanbHoe paitioBoe XpaHUANLLE».
> [ocTyn K AaHHbIM B OHNAWH U 0dNailtH-pexume.
> obecneyeHne HGOPMaLMOHHOW BE30NacHOCTH:

" eAMHAA TOYKa ayTeHTMdUKALUKN 15 Nosb3oBaTenne MOBUIbHbLIX YCTPOMCTB,

= ayTeHTUOMKaALMA M aBTOPU3ALLUS B KOPMOPATUBHbIX CUCTEMAX,

" MCnosb3oBaHMe WndpoBaHUs,

=  wKndppoBaHMe ceTeBOro TpaduKa mexay cepBepomM U MOBUNbHbBIM YCTPONCTBOM,
= KYpHaAupoBaHWe NoBeAEHUA CUCTEMBI U AENCTBUIA NONb30BaTENEN.

> paspaboTka MOBUILHOTO MNPUNONKEHUA C UCMNONb30BaHeM GpPeiMBOpKa.

>  unTerpauma c MDM (Citrix XenMobile).
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K CepBep «PopcaiT. MobunsHoe pabouee
ShERER MoBunbHas nnatdpopman MecTo

MynbTnaomeHHaa ayTeHTUPUKauUua (B ogHoOMm necy)

B HoBOlM Bepcumn nnaTtdopmbl gobaBneHa nogneprKKa MoJsib3oBaTeNel U3 Pas/nYHbIX AOYEPHUX LAOMEHOB
eanHoro neca Active Directory.

Monb3oBaTe I aBTOMATUYECKU BYAYT CUHXPOHU3MPOBAHDI, KAK Y1eHbl YHUBEPCAIbHOM rpynmnbl. TaKKe A1 HUX
6yayT paboTaTtb, KaK ayTeHTUOWMKALMA CO CTOPOHbI MOBWIBHOrO YCTPOWCTBA, TaK W ayTeHTUPMKaAUMA Ha
¢dannosom 1 JSON UCTOYHMKaAX. s CUHXPOHM3AUMM UCNONBL3YETCA NapameTp user principal name.

[NA CMHXPOHM3ALMM TaKUX YYETHbIX 3aMucel peasM3oBaHa MOALEP)KKA 3anpocos K [obanbHOMy Katanory
Active Directory Kak B popmate LDAP, Tak un ¢ nogaepxkoin LDAP SSL.

LDAP yyeTHble 3anmncu gna KoHHeKTopa JSON

B HOBOI Bepcun cepBepa peannsoBaHa NoAAEePKKa UCNONb30BaHMA yYeTHbIX 3anucei LDAP (Active Directory)
AN NCTOYHUKA AaHHbIX JSON.

B cnyyae noanepKKkm UCTOYHMKOM OaHHbIX YYETHbIX 3anncei BO3MOXKHO BblbpaTb B HAcTpoMKax naatdopmbl
OaHHbIA TN WM YCTAaHOBUTb €ro Mo ymonyaHuio. [anee npu obpaleHuMn nosb3osaTens K Beb- cepsucam
ncrtoyHmKa JSON byaeT nepenaBaTtbCa I0MMH U Naposib B popmate base64 (basic ayteHTUdUKauum).

Ons yyeTHbIx 3anucent LDAP 6yaeTt ocTynHa BO3MOXHOCTb POPMUPOBAHNA YHUKANbHOTO K3LWWa A8 CUCTEMHbIX
YUYETHbIX AAHHbIX.



MnaHnpoBaHMeE pacnmMcaHUA KaxKayo MUHYTY

B HoBOM BepcuMM cepBepa Bbl CMOXeTe cO34aTb
o o PacnucaHue 06HOBNEHUS Kalla
pPacnMcaHnA ¢ MaKCMMaibHOM 4acToToM 1 pas B MUHYTY.

*
Kaw e

3TO NO3BO/IUT NONYYUTb MAKCUMAJIbHYIO aKTya/IbHOCTb
UHoopMauumnm Ha cepeep OMIM U  COOTBETCTBEHHO Bunonwas® () Hukorga
MobUMNbHOM ycTpolicTBe. HOBbIM MHTEpPBAN pacnucaHus @ iepea sanannoe KomnecTso Hacos (nHyT)

[OCTyMNeH A8 onepaumii: Koo e

B 3apaHHbIe YKMCa KaXA0ro Mecaua

> O6HOBﬂeHV|e KoLwla MNoeTopaTb kaable®  Uac My
> O6HOBNEHME yCTapeBLLIMX K3Lleit

> YpaneHue UcCTopuu TpaH3aKumit

NcnpaBneHHble barm B paboTe cepsepa

> OnTMMM3aLMA MexaHU3Ma reHepauumn naeHTMOUKATOPOB B Cy»KebHol 6ase AaHHbIX.
> CoxpaHeHwne HacTpoek HTTPS npu oTMeHe ctapTa U OCTaHOBKM naatdopmbl B KoHconn OC.

> CoxpaHeHua HacTpoek HTTPS nnatpopmbl nocne nepesarpysku cepsepa.

iOS, Android, Sailfish Frameworks

Bo ¢peitmBopKax 6blan ucnpaBieHbl He3HaUUTE IbHbIe baru:

1. Mpn M3MEHEHUU CTPYKTYPbl CO CTOPOHbI UCTOYHWUKA AaHHbIX, aBTOMAaTUYeCKU NpPou3BOAUTCA
ob6HOBIEHWE CTPYKTYPbI U Nepesarpyska AaHHbIX pecypca Ha MobuabHOM ycTpolicTae.

2. 3anpoc meTanHbopmaLummn pannos 1 NanoK Bo3BpaLlaeT ux pasamep Bo ppenmeopke Android.

LLIab1oH nocTpoeHna mobuabHOM aHANNTUKM Ha iOS Ha
npumepe nHterpaumm c MO «dopcant. AHannTM4eckan
nnatpopmar.

B wabsoHHOM NpuaokeHnn ana iOS 6bina paspabotaHa GyHKLMOHANBHOCTb, AEMOHCTPUPYIOLLAA BO3SMOMXKHOCTU
KOHHeKTopa K «Popcaitt. AHanutnyeckaa nnatdopmar. B pamkax npumepa npusefeHa BO3MOMNKHOCTb 3arpy3Ku
Ky6OB M CMPaBOYHMKOB C UCMO/b30BAaHMEM MEXAHW3MOB KILUMPOBAHUA M pacyeTa Ae/bTbl, KOTOPble NMOMOryT
6bICTPO NOAyYaTb aKTyanbHylo MHPOPMaUUIO Ha MOBUABHOM YCTPOWCTBE Mocne OBHOBAEHUA AaHHbIX B

UCTOYHUKE.



TaKxe npueeaeHbl Npumepbl N0 GOPMUPOBAHUIO CTaHAAPTHON GYHKLMOHANABHOCTU: AereHaa Ans rpaduKkos,
NOCTPOEHMS OTYETOB B PA3/IMYHBIX paspesax, puabTpauma MHGOPMaLLMU U KOHEYHO e HezameHumble Drill up

PACMPEOQENEHWME NO CTATBHM

u Drill down.
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AHanus Ha n3BecTHble oWwnbKkM 6esonacHocTm NO BxogsAwero B noctasky ®MI (CVE)

Ons noctaBku cepsepa ®MIM Bepcum 20.02.03 npousBeseH aHann3 obpa3oB KOHTEMHEPOB Ha Hanuuue
yA3sumocTe B cootsetcteum ¢ CVE. AHanms nposoautca MO Clair: https://github.com/quay/clair

B AaHHOM Bepcum HET 3ameydaHuii ypoBHs: Critical

B maHHOM Bepcum copep:kaTbCA 06pasbl KOHTEMHEepPOB BHelWHMX KomnoHeHToB Filebeat, Elastic n Kibana,
KOTOpblE COAEPKaT yA3BMMOCTH ypoBHs High.

B pesysibTaTe NpOBEPKU ONpeaenuv, YTo B TEKYLLEW apXUTEKTYpe KOMMOHEHTbl HaxoAATCA B BUPTyasbHOM
n30AnpoBaHHo ceTn docker M HegOCTYNHbI ANA NOAKNOYEHNA U3 Ntobo Apyroi ceTu. [laHHble yA3BUMOCTU He
NPUMEHMMBI.

MN3BecTHble ownbKM 6esonacHocTu MO BxoasaLlero B noctasry M

Elastic
RHSA-2020:0227: [High]
Found in: sqlite [3.7.17-8.el7]

Fixed By: 0:3.7.17-8.el7_7.1


https://github.com/quay/clair

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

Kibana

RHSA-2020:0227: [High]
Found in: sqlite [3.7.17-8.el7]
Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

Filebeat

RHSA-2019:4190: [High]
Found in: nss-util [3.44.0-3.el7]
Fixed By: 0:3.44.0-4.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]

Found in: nss-tools [3.44.0-4.el7]



Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss-sysinit [3.44.0-4.el7]
Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss [3.44.0-4.el7]
Fixed By: 0:3.44.0-7.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2020:0227: [High]



Found in: sqlite [3.7.17-8.el7]
Fixed By: 0:3.7.17-8.el7_7.1

SQLite is a C library that implements an SQL database engine. A large subset of SQL92 is supported. A complete
database is stored in a single disk file. The APl is designed for convenience and ease of use. Applications that link
against SQLite can enjoy the power and flexibility of an SQL database without the administrative hassles of
supporting a separate database server. Security Fix(es): * sqlite: fts3: improve shadow table corruption detection
(CVE-2019-13734) For more details about the security issue(s), including the impact, a CVSS score,
acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

https://access.redhat.com/errata/RHSA-2020:0227

RHSA-2019:4190: [High]
Found in: nss-softokn-freebl [3.44.0-5.el7]
Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190

RHSA-2019:4190: [High]
Found in: nss-softokn [3.44.0-5.el7]
Fixed By: 0:3.44.0-8.el7_7

Network Security Services (NSS) is a set of libraries designed to support the cross-platform development of
security-enabled client and server applications. The nss-softokn package provides the Network Security Services
Softoken Cryptographic Module. The nss-util packages provide utilities for use with the Network Security
Services (NSS) libraries. Security Fix(es): * nss: Out-of-bounds write when passing an output buffer smaller than
the block size to NSC_EncryptUpdate (CVE-2019-11745) * nss: Empty or malformed p256-ECDH public keys may
trigger a segmentation fault (CVE-2019-11729) For more details about the security issue(s), including the impact,
a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References
section.

https://access.redhat.com/errata/RHSA-2019:4190




